
AntiDDOS Service Agreement Revised
Description of Services
Services are designed to reduce the operational overhead associated with the day-to-day management of core security 

technologies that provide the foundational elements for an organization’s overall security posture where Mobily provides  
AntiDDOS solution (designed and owned by Mobily) located in Mobily premises  together with the management and 
operation of such infrastructure solution as detailed under this Agreement.

Distributed Denial of Service (DDoS) attacks are among one of the most disruptive and vicious activities passing over the 
Internet.  DDoS attacks can overwhelm web servers and saturate a company’s connection to the Internet resulting in the 
inability to maintain efficient communications and connectivity and can ultimately impact business operations. Mobily 
provides alerts and IP traffic anomaly advisories to Customer via email. 

The proposed solution can be a cloud-based service or combined with on a premise solution (the solution provided under this 
Agreement is the one detailed hereunder), where DDOS attack identification and mitigation will take place within Mobily IP 
backbone before it reaches to the Customer network.  A network detection device examines Customer’s traffic flow data 
across the Mobily network for each address identified by Customer.

Offered Solution
Customer acknowledges that the offered solution is designed and owned by Mobily. Customer does not have the right to make 

any change to the offered solution including mirroring, reversing, upgrading or downgrading. Customer also acknowledges 
that Mobily has the right at all times during the Agreement term to make any changes to the offered solution or the Service 
without reverting to Customer. These changes may include the release of a new version of a Service at any time and for any 
reason including, but not limited to, to address Customer needs or otherwise address competitive demands, to respond to 
government regulation, order, or law, or to advance innovation in its Service offerings.

Any hardware, software or add-on component provided to/for Customer hereunder is and will remain during the Agreement 
term the property of Mobily.  In the event the Service is discontinued, such hardware, software or add-on component will 
revert to Mobily.

DDOS Attack Impact
Mobily will not be liable for any loss which affect any Customer’s Infrastructure, Servers, Hardware appliance, any loss of data 

or any other connected network components due to the attack either nationally and internationally, such loss or impact will 
be Customer’s sole responsibility. 

Security
Mobily’s exclusive liability to the security of the Service is that Mobily protects volumetric DDoS attacks as well as application-

Layer DDoS attacks through Prevail APS appliances. However, since Mobily is liable up to mitigate the traffic where high 
severity attacks are monitored by default that in case of information breach and server attacks, Mobily does not hold any 
responsibility and liability for Customer’s data and information theft or leaks and Customer shall be, at all times, solely 
responsible for the same.  

Customer’s Obligations
Customer must not cause any damage to any part of any property or equipment owned by Mobily or any third party in 

the course of accessing the Facility or otherwise exercising Customer’s rights and obligations under this Agreement. 
Furthermore, Customer must not interfere with any person at the Facility, whether an employee of Mobily or otherwise.

Customer is responsible for obtaining any authorizations or third party consents necessary for the use of any software on any 
computer system of Mobily.



Customer has to comply with Mobily’s standard policy for assigning an authorized representative to access the Facilities.

When the authorized person/contact is not valid anymore, the Customer needs to assign a new authorized person/contact in 
accordance with Mobily’s standard policy.

Customer must use reasonable security precautions in connection with Customer’s use of the Services.

Customer must cooperate with Mobily’s reasonable investigation of Service outages, ‎security problems, and any suspected 
breach of the Agreement.  ‎

Customer shall use the Services in full compliance with the laws and regulations applicable to the Service as well as the 
terms and conditions of this Agreement (including, without limitation, the Acceptable Usage Policy attached hereto) and 
Customer shall be solely held responsible for any violations hereof without any liabilities on Mobily’s part.

Mobily Service Delivery Management (SDM) team will provide Customer with the Service Acceptance Letter (UAT Sign-
Off Document) for accepting and signing-off the Service delivery. If Customer fails to sign-off the Service Acceptance 
Letter within 3 business/working days from the date of sending the letter, then Customer accepts activating the Service 
automatically from the date mentioned in the Service Acceptance Letter, and billing will be started accordingly.

Mobily’s Obligations
Mobily shall use reasonable endeavors to provide the Services to Customer in a professional manner and with a view to 

minimize disruption of Customer’s business.

Mobily shall use reasonable endeavors to maintain the Service standards referred to in the SLA attached hereto unless any of 
the SLA exceptions set forth in the SLA document attached hereto is incurred.

Warranties
‎Mobily does not promise that the Services will be uninterrupted, error-free, or completely secured. ‎ Customer acknowledges 

that there are risks inherited in Internet connectivity that could result in the loss ‎of Customer’s privacy, confidential 
Information and property.  Mobily’s exclusive liability with respect to the quality of Service is as set forth in the Service Level 
Agreement attached hereto and in accordance with the provisions thereof.

‎
Mobily disclaims any and all warranties that are not expressly stated in the Agreement to the maximum ‎extent permitted by 

law, including the implied warranties relating to satisfactory quality and ‎fitness for a particular purpose.
‎
Mobily will provide support only to Customer’s administrative or technical contacts provided in writing by Customer to Mobily 

hereunder. 
Mobily will not provide support directly to Customer’s end users unless specifically agreed by Parties in ‎writing.‎
‎

Customer is responsible for understanding the ‎regulatory requirements applicable to its business and for selecting and using 
those Services in ‎a manner that complies with the applicable regulatory requirements.‎

Service Pre-Requisite
Customer has to acquire the following connectivity services from Mobily, through other agreements, to provision the Anti-

DDoS service:
•	 DIA



Connectivity Bandwidth
The Customer will eventually request IP Bandwidth for connectivity use; this bandwidth will be provided by Mobily IP Network 

under other agreements.

Connecting with Non-Mobily links
If the customer wants to have Anti DDoS services with non-Mobily links then make sure customer has separate agreement 

with other provider.
Certain information require from customer end in order to provision the service.

Unacceptable Conduct
Customer’s establishment of Internet Protocol (IP) based voice telephony or facsimile transmission to bypass Mobily 

Telephone Network or Mobily Internet services and use IP based telephony equipment or software shall be committing an 
offense under the Kingdom of Saudi Arabia law.

Access to Facility
Mobily shall grant Customer reasonable access to the Facility all the time to inspect  Prevail APS Hardware.  Access is restricted 

to a maximum of two (2) people at any time with a twenty four (24) hours notice for regular visits and a two (2) hours notice 
for emergency visits.

It is a condition of the granting of such access that Customer presents a valid identification.
Customer must be accompanied by an employee or authorized representative of Mobily at all times during attendance at the 

Facility in accordance with this clause.

Fees of Service
In consideration of Mobily’s provisions to the Service, Customer is obliged to pay Mobily the agreed fees in accordance with 

the terms and conditions of the Agreement.  Customer is obliged to pay any taxes enforced by law.  Which taxes shall be 
added to the agreed fees in the respective invoice(s).

Price Change:
No change to the fees shall be applied during the “Initial Term” or the annual renewal thereof, if Mobily agreed for such 

renewal to be made based on the previous year’s fees.  In case the fees were changed by Mobily during the Agreement term, 
Mobily shall notify Customer with the change in prices no later than 30 days before the expiry of the term.  If Customer did 
not respond to Mobily notification of fees change, the new fees shall be deemed accepted by Customer for the renewal term 
of the Agreement. If Customer declined the change, the Agreement shall be terminated as of the renewal date.

Upgrade of Service
Billing for the Upgraded Service package or any features within the package will start from the date of the Upgrade to the end 

of the current billing cycle on a pro-rata basis. No termination fees apply to the old Service package.

Downgrade of Service
Billing for the Downgraded Service package or any features within the package will start from the next billing cycle and has no 

impact on existing bills before the Downgrade.

Migration of Service/Package
Billing for the migrated Service package will start from the date of the migration to the end of the current billing cycle on a 

pro-rata basis.  However, in case the new Service fees after migration are less than the fees before migration, billing for 
migration will start from the next billing cycle and has no impact on an existing bill before migration.



Unpaid Dues
Services may be suspended if, Customer failed to pay within the time limit set forth under this Agreement.  Suspension may 

involve restriction of Customer to access the Facilities.

Early Termination 
In the event of Customer is willing not to renew the Agreement, Customer needs to send official written notice one (1) month 

before renewal date stating the intention of not renewing the Agreement. In case of early termination to the Agreement 
during the Agreement term, either due to Customer’s default or for Customer’s convenience, Customer shall incur early 
termination fees for remaining contract period.  If the Agreement term has less than one month, Customer will incur one (1) 
month Service fees as an early termination fee. For Termination or suspension customer has call 901@mobily.com.sa and 
BOS@mobily.com.sa   

Standard Terms and Conditions
These are the standard terms and conditions which apply to the Services provided by Mobily hereunder. 
Definition of Terms
In this Agreement the listed words shall have the following meanings unless otherwise indicated:

Agreement Is this Agreement signed and stamped by the Customer for the purpose of subscribing to the Services.

Business Days Sunday through Thursday excluding public holidays in Kingdom of Saudi Arabia (KSA).

Business Hours From 08:00 am to 05:00 pm during Business Days.

Case
Any type of failure, slow response times, or degradation in the Services; includes amongst others outage 
incidents. Problems pertaining to Customer’s equipment, software, website, or running applications are 
excluded.

Commencement Date The date specified in Schedule A.

Customer The company or individual so named in Schedule A of this agreement. The Customer includes persons/enti-
ties to whom the Customer has authorized in writing to act on behalf of the Customer.

CPE Customer Premises Equipment that shall be used for the provision of Services hereunder.

Downgrade Downgrade is the process of moving from one Service package that is higher in features to another package 
that is lower in features, or deleting/decreasing any feature or sub-service within the package.

End User a party who acquires or having access to the Services by Customer for its own use and not for resale.

Facility The premises of Mobily (ie. Data Centre) referred to in Schedule B.

Facility Downtime Is any Service interruption, only if such interruption is due to either a facility power failure or an 
environmental control failure.

Fee The monetary consideration to Mobily for the Services referred to in Schedule B.

Firewall
a network security device that is designed to block unauthorized access and allow authorized communi-
cations based on a configuration of allow, deny, encrypt, decrypt, or proxy rules aligned with the Services 
Recipient’s security policy.

Force Majeure Event

means an event beyond the reasonable control of the affected Party, including but not limited to industrial 
disputes of any kind, war (declared or undeclared), blockade, disturbance, a natural disaster such as light-
ning, earthquake, storm, flood, explosion or meteor, law, marine accidents, any power lawfully exercised by 
a government agency, any change in any applicable law, inability or delay in granting governmental or other 
approvals, consents, permits, licenses or authorities, or telecommunication network outage or degradation, 
which failure cannot be remedied by the affected Party through its exercise of due care and prevents such 
Party from performing its obligations under this Agreement.



GBPS/MBPS Giga bit per second/Mega bit per second; which are used for the measurement of processing the capacity in 
accordance with the international standards.

Handling Time The period the Customer is covered by support from Mobily which is 24 Hours x 7 Days 1 Week x 365 Days. 

Initial Term The term referred to in Schedule A.

IP Internet Protocol

Migration The process of moving from one Service to another Service.

Mobily Is Etihad Etisalat Company that provides the Services to Customer hereunder.

Party Mobily or Customer and both are collectively referred to as “Parties”.

Policy Change Changing of specific Service configurations.

Provisioning The process of preparing the infrastructure to allow it to provide the Service to the Customer up to the 
activation of Service.

Resolution Time

The period commencing when a valid Case reports is received by Mobily, and ending on the first to occur of:

-	 The Service is returned to full working order, or;

-	 A temporary repair is performed which allows the Service to be used.

Response Time

The period commencing when a valid Case report is received by Mobily, and ending on the first occurrence 
when:

-	 Mobily advises the Customer that the fault has been identified by remote diagnostics and that 
work has commenced to identify the fault;

-	 Mobily advises the Customer that a site visit is required, or

-	 When a Mobily representative attends the site.

RFS (Ready for Service)
Means when the Customer is notified that provisioning of a Service is complete and the Service is ready for 
usage.

Services Those services to be provided by Mobily to the Customer referred to in Schedule B.

Service Standard The standard of Service provided by Mobily under this Agreement as set out in Service Level Agreement 
attached hereto.

UAT (User Acceptance 
Testing)

Means the process of obtaining the Customer confirmation that the Services meet their requirements.

Upgrade Upgrade is the process of moving from one Service package that is lower in features to another package that 
is higher in features, or adding/increasing any feature or sub-service within the package.

Virtual Private Network 
(“VPN”)

utilizes public telecommunications networks to conduct private data communications, using encryption.  
Most implementations use the Internet as the public infrastructure, and a variety of specialized protocols to 
support private communications.

Web filtering is designed to block objectionable web content, mitigate web-borne threats, and govern web viewing 
behavior of personnel behind the agent(s).

Ownership and License
“Materials” are literary works or other works of authorship (such as programs, program listings, programming tools, 

documentation, designs, reports, drawings and similar works) that Mobily may deliver to Customer as part of the Service.



Mobily or its suppliers will own the copyright in Materials created or supplied as part of a Service. Mobily grants Customer an 
irrevocable, nonexclusive and worldwide license to use Materials subject always to the license provisions enforced from 
time to time by Material’s owner.  Customer understands and acknowledges that some of the provided Materials cannot be 
used unless Customer signs the license agreement of such materials.

Mobily or its suppliers retains ownership of the copyright in any of the Materials and/or Mobily’s or its suppliers’ works created 
during the Service performance period or that pre-exist or were developed outside of this Agreement and any modifications 
or enhancements of such works that may be made under this Agreement.  To the extent they are enforced by the owner 
of any Material, such Material and/or works are licensed in accordance with the owner’s licensing requirements, if any.  In 
absence of which (as the case for some free software), Customer warrants and guarantees that the use of such Materials 
shall be at all times in accordance with laws and regulations governing the use thereof.  Customer agrees not to reproduce 
the copyright notice and any other legend of ownership on any copies made under the license granted hereunder.

Except as permitted by the Material’s owner license terms or otherwise by KSA laws, no part of the Service (including Materials) 
may be reproduced, transmitted, copied, published, republished, mirrored, uploaded, posted, displayed, encoded, decoded, 
subjected to reverse engineering, translated, transmitted or distributed in any form or by any means or stored in any 
retrieval system of any nature in any way without Mobily’ consent.

Indemnification
Customer agrees to defend, indemnify and hold Mobily harmless from and against any and all claims, losses, liabilities and 

expenses (including reasonable solicitors’ fees) related to or arising out of the Services provided by Mobily to Customer 
under this Agreement, including without limitation claims made by third parties (including customer’s of the Customer) 
related to any false advertising claims, liability claims for products or services sold by Customer, claims for patent, copyright 
or trademark infringement, claims due to disruption or malfunction of Services provided here-under, or for any content 
published by Customer using the Services, but excluding those directly caused by the negligence of Mobily.

Limitation of Liability
Mobily shall not be liable to the Customer for damages resulting from or in relation to any failure (including loss of data) or 

delay by Mobily to meet its obligations under this Agreement unless such delay or failure is a direct result of Mobily’s actions 
or negligence.

Unless it is a direct result of Mobily’s actions or negligence, such a failure or delay shall not constitute a default under this 
Agreement and Mobily’s directors, agents or employees will not be liable in any way for any form of loss or damage of 
any nature whatsoever, whether arising directly or indirectly, by the Customer or any person related to or dealing with the 
Customer out of, in connection with or reasonably incidental to the provision of the Services by Mobily to the Customer.

While Mobily uses all reasonable care in providing the Service, Mobily shall not have any liability whatsoever in respect of any 
loss or damage incurred by Customer and resulting from information provided in relation to the Service.

Mobily’s liability in the event of failure to provide the Service shall not extend beyond the cost of providing the Service during 
the month preceding the default.

Mobily shall not be liable to Customer (or Customer’s customers) for any loss of profit, loss of revenue, loss of goodwill, loss of 
anticipated savings, loss of customers, loss of data or interference with business or for any indirect, special, or consequential, 
loss or damage whether or not caused by or arising out of the acts or omissions or negligence of Mobily, its employees or 
agents or whether or not caused by, arising out of the performance or failure to perform under this Agreement.



Refusal of Service
Mobily retains the right to refuse providing Services to the Customer.  Refusal of Service may apply if: (a) the Customer fails to 

pay Mobily dues within the time limit set forth in this Agreement; (b) if the Agreement is terminated; or (c) if the Customer 
misuses the Services or fails to comply with the Customer’s obligations under the Agreement.

Suspension and Termination
Mobily shall be entitled, at its sole discretion, to suspend the Service forthwith at any time with or without notice to Customer 

in case of a material breach to the Agreement by the Customer that might, in Mobily’s opinion, expose Mobily to legal risks 
including, without limitation, Customer’s violations to the laws and regulations (including CITC regulations) or the misuse of 
the Service.

Mobily, at its sole discretion, may suspend the Service for Customer’s non-payment on the due date on the sixth (60th) day of 
Customer’s failure to pay on the respective payment due date.

Mobily, at its sole discretion, may suspend the Service for any reason and at any time by giving not less than thirty (30) days 
written notice thereof to the Customer.  

Mobily may terminate this Agreement, in whole or in part, upon written notice to Customer  if (i) Customer is deemed unable 
to pay its debts under relevant insolvency legislation, convenes a meeting with its creditors generally with a view to the 
general readjustment or rescheduling of its indebtedness, makes a general assignment for the benefit of its creditors, takes 
any action for  voluntary winding up, enters into a scheme of arrangement with its creditors, has an administrator, receiver, 
trustee or similar officer appointed over all or any part of its business, or if  a petition is presented for the compulsory 
winding-up or dissolution of the Customer, or if a petition or receiving order in bankruptcy is presented in respect of the 
Customer; (ii) Customer fails to make any payment required hereunder when due, and such failure continues for a period 
of ninety (90) days from the payment due date, (iii) Customer commits a material breach of this Agreement (other than 
payment terms) and such breach continues for a period of fifteen (15) days after written notice from Mobily or, (iv) Mobily 
received an instruction or order from governmental authority prohibiting the provision of any Service hereunder and in 
such case, termination shall be limited to the Service subject to such prohibition.

In events of termination in accordance with the terms & conditions of this Agreement, Mobily shall not be liable or responsible 
to Customer for any violation or breach resulting out or in connection with such termination.  Moreover, Mobily will not 
undertake to pay any losses, expenses or compensations claims raised by Customer regarding this termination.

Upon termination or expiration of this Agreement, all amounts outstanding shall immediately become due and payable.
Mobily shall always have the right to terminate this Agreement for its convenience and without assigning any reason serving 

15 days notice to Customer.

Force Majeure
Neither Party shall be liable for any failure to perform or breach of this Agreement caused by Force Majeure Event provided 

that Customer shall not be relieved of its obligations to make any payments for Services rendered under this Agreement.
The Party invoking Force Majeure Event must immediately inform the other Party if a Force Majeure Event has occurred.  

Responsibilities and obligations specified in this Agreement are subject to immediate fulfillment after the end of Force 
Majeure Event circumstances unless otherwise agreed to jointly in writing by the Parties.

Both Parties shall use reasonable commercial endeavors to minimize the effects of a Force Majeure Event.

Non-Disclosure
“Proprietary Information” is defined as information of any nature in any form including drawings, specifications, data, graphs, 

charts, discussions and the like which has been reduced to written form and relates to the Purpose.  The Disclosing Party shall 
identify its Proprietary Information as “Proprietary” with an appropriate legend, marking, stamp, or other obvious written 
identification.  Proprietary Information shall also include oral disclosures provided that the oral disclosure is reduced to 
writing in summary form, marked as “Proprietary” or “In Confidence”, as appropriate, and delivered to the Receiving Party 



within thirty (30) days of the oral disclosure and provided that the proprietary nature of the information has been indicated 
at the time of such disclosure. Notwithstanding anything contained in this clause, information (written or oral) shall also be 
deemed to constitute Proprietary Information if, under the circumstances surrounding disclosure, it reasonably should be 
treated as Proprietary Information.

Upon receiving Proprietary Information, the Receiving Party shall keep in confidence and not disclose to any person or 
entity, not bound by this Agreement, any of the Disclosing Party’s Proprietary Information except as otherwise provided 
by the terms and conditions of this Agreement. Nevertheless, Mobily reserves the right to disclose the Disclosing Party’s 
Proprietary Information to Mobily’s board members, shareholders, banks and advisors. The Receiving Party shall exercise 
the same degree of care to guard against disclosure or use of such information, except as provided herein, as the Receiving 
Party employs with respect of its own Proprietary Information of like importance, but in no event, less than reasonable care.

The Receiving Party will make the Disclosing Party’s Proprietary Information available only to those of its employees having 
a “need to know” in order to carry out the Purpose.  Further, the Receiving Party shall not use such Proprietary Information 
except for the Purpose identified above without the prior written approval of the Disclosing Party.

The Receiving Party shall not be liable for the disclosure or use of Proprietary Information if the same is:
A.	in or enters the public domain, other than by breach of this Agreement.
B.	known to the Receiving Party at the time of first receipt or thereafter become known to the Receiving Party without 

similar restrictions from a source other than the Disclosing Party, as evidenced by written records or other evidence.
C.	developed by the Receiving Party independent of any disclosure hereunder as evidenced by written records or 

other evidence.
D.	first disclosed or used by the Receiving Party more than three (3) years after the date upon which the particular 

Proprietary Information was received from the Disclosing Party; or
E.	disclosed under an order of court of competent jurisdiction or under any written law provided that reasonable 

written notice is given to the Disclosing Party before such disclosure.
The Receiving Party hereby agrees to advise each of its employees or agents participating in the activity related to the 

purpose that they are obligated to protect the Disclosing Party’s Proprietary Information as prescribed in this Agreement.
The obligations and responsibilities of the Parties hereto shall survive and continue in full force and effect beyond the 

termination of this Agreement and for a period not less three (3) years from receiving the Proprietary Information by the 
Disclosing Party.

All written Proprietary Information shall be returned to Disclosing Party or destroyed by Receiving Party at the Disclosing 
Party’s option, after the expiration of the Agreement, or when requested by Disclosing Party, at any time.  In the event of 
destruction, Receiving Party shall certify in writing to Disclosing Party, within thirty (30) days, that such destruction has been 
accomplished.  Receiving Party shall make no further use of such Proprietary Information.

The disclosure of Proprietary Information hereunder shall not be construed as granting either a license under any patent 
or patent application or other intellectual property or any right of ownership in said Proprietary Information.  Nor shall 
disclosure constitute any such representation, warranty, assurance, guarantee or inducement by the Disclosing Party with 
respect to the accuracy of the Proprietary Information or against infringement of patents or other rights of third parties.

The Receiving Party acknowledges that unauthorized disclosure of Proprietary Information is likely to cause substantial and 
irreparable damage to the Disclosing Party and therefore in the event of any such breach, in addition to other available 
remedies, the Disclosing Party shall have the right to seek specific performance and other injunctive and equitable relief.

Changes
Mobily reserve the right to amend, modify or substitute the terms, conditions and service levels of the Services serving three 

(3) months advance notice before their effective date.

Assignment of Agreement
Customer may not assign its rights under this Agreement without the express prior written consent of Mobily, which will not be 

unreasonably withheld or delayed.  This Agreement shall apply to any permitted transferees or assignees.  Notwithstanding 



any assignment by Customer, Customer shall remain liable for the payment of all Charges due hereunder.
Mobily has the right to transfer or assign the Agreement to third parties without reverting to Customer.
Compliance with Laws
Customer must abide by all applicable local laws, treaties and regulations (including CITC regulations).
Customer acknowledges and agrees that: (a) it is duly organized and validly existing under the laws of KSA, and duly authorized 

to enter into this Agreement and to perform his obligations under this Agreement; (b) Customer’s entry and performance 
of this  Agreement does not constitute the default of any obligation to which Customer is bound by under the related laws 
and regulation; (c) the enter into this agreement does not knowingly violate any applicable laws (including CITC regulations) 
to which Customer is subject or any agreement or contract to which Customer is a party or which Customer is  bound by; 
(d) Customer shall comply with all Applicable laws (including CITC regulations) in performing his obligations under this 
agreement and Customer will use best endeavors to obtain and will continue to be duly qualified and licensed under CITC 
regulations and KSA laws to use the Service specified in this Agreement; (e) Customer holds all necessary licenses permits 
and authorization (if needed ) for the performance of his obligations under this Agreement.   

Governing Law & Disputes resolution
This Agreement shall be governed and construed in accordance with the laws and regulations of the Kingdom of Saudi Arabia.
Any dispute between or among the Parties which may be arising from or in connection with Agreement shall be settled 

amicably by the Parties.  If the Parties are unable to amicably resolve the dispute within 15 days from the date dispute has 
arisen, either Party may refer the dispute for final judicial determination by the competent Saudi authority.

Notices
Notices hereunder shall be in writing and may be delivered in person, or by duplicate (confirmed by transmission report), 

overnight courier, electronic mail (if an e-mail address is provided below), or by first class post, addressed as per the contact 
details communicated by each Party to the other within 3 Business Days of signing this Agreement. In absence of this, 
notices shall be sent to the Parties’ addresses set forth in Schedule A of this Agreement.

Survival
Those conditions of the Agreement that are of continuing nature shall survive termination of the Agreement.

General
No waiver by either Party of any provision in this Agreement shall be binding unless expressly confirmed in writing.  Further, 

any such waiver shall relate only to such particular matter, non-compliance or breach as it expressly relates to and shall not 
apply to any subsequent or other matter, non-compliance or breach.

The invalidity, illegality or unenforceability of any provision of this Agreement shall not affect the validity, legality, or 
enforceability of any other provision of this Agreement, which shall remain in full force and effect.

This Agreement constitutes the entire agreement and understanding between the Parties with respect to the Service(s) and 
supersedes and replaces any prior written or oral agreements, representations, arrangements or understandings between 
them relating to the Service(s).

Customer has to ensure that all the terms and conditions of this Agreement are adhered to by their end customer.

Acceptable Usage Policy
The objective of the Acceptable Usage Policy is to make clear which activities must not be engaged in whilst using Services 

provided by Mobily.

Acceptance of changes
Mobily may from time to time vary the Acceptable Usage Policy.



Unauthorized Access
Gaining or attempting to gain access without authorization to computers, networks or accounts owned by Mobily or any 

external party will not be accepted. Activities related to attempts to gain access to Mobily’s computer or equipment, or such 
equipment owned by other parties will not be accepted. Such activities may include scans or other information gathering 
activities.

Copyright and Intellectual Property Violations
Mobily will not monitor or interfere with content published on Customer equipment.  Users of our services should at all times 

ensure that all information published and made accessible to the general public is not in breach of any applicable Copyright 
or Intellectual Property Claims.

Condition of Use
Customer shall not use the Service(s) provided for: a) sending messages that cause any threat, harassment, annoyance, 

inconvenience, or needless anxiety to any person, entity, or company whomsoever, b) any other misleading, criminal or 
unlawful purposes including but not limited to hacking, vice, gambling, obscenity; or for carrying out any activity that 
contradicts with the social, cultural, political, economical, moral, and/or religious values and interest of the Kingdom of 
Saudi Arabia state, government or people.

Use of Information
Customer agrees to use the Service solely for Customer’s personal, lawful purposes and that Customer shall not use any 

information or links contained in the servers in any claims, proceedings, suits or actions against Mobily, its suppliers or 
affiliates.

Customer may not:
•	 post, upload, publish, display, encode, reproduce, transmit or otherwise distribute and/or disseminate information 

or material that: (i) constituting or encouraging conduct that would constitute a criminal offense or give rise to 
civil liability; (ii) which is protected by copyright, or other intellectual property right or derivative works thereof, 
without obtaining permission of the rights holder; (iii) promoting racism, bigotry, hatred or physical harm of any 
kind against any group or individual, could be harmful to minors, or harasses or advocates harassment of another 
person; (iv) which solicits passwords, personal information, funds, goods and/or Services/ Products or otherwise 
solicits information for commercial or unlawful purposes (v) that contains advertising;

•	 engage in any conduct that impersonates any person, licensed professional, business or entity, including our 
employees and agents;

•	 otherwise use the Service in a way that is contrary to law or which could adversely impact use of the Site or the 
Internet by other users including the posting or transmitting of other information or software containing viruses or 
other disruptive components.

Mobily reserves the right (but not the obligation) at our sole discretion to refuse or delete any user content and/or to suspend 
or terminate the Service without notice upon a violation of attempted violation of these terms or for any other reason.

Links
This Service may contain links to other websites that are not under the control of Mobily.  Mobily is not responsible for and 

makes no representations or warranties concerning the contents of any linked site, any information collection, use or 
disclosure practices through a linked site or any link contained in a linked site (collectively the “Linked Sites”).  It is Customer’s 
responsibility to verify any information contained within the Linked Sites before relying on it. Also, the information contained 
in the Linked Sites may be changed or updated at any time without notice.  The links are provided to Customer only as a 
convenience and the inclusion of any link does not imply endorsement, investigation or verification by Mobily of the Linked 



Site.  Customer’s use of Linked Sites is at Customer’s own risk and may be subject to terms and conditions contained in the 
Linked Sites, which Customer should locate and review.

Content 
All text, comments, messages information, data, graphics, interfaces, articles, photographs, images, illustrations, artwork, 

software, trademarks, logos, sounds, music, video and code, including but not limited to the design, structure, selection, 
coordination, expression, “look and feel” and arrangement of the foregoing, (together “Content”) on the Service is 
proprietary and is owned, controlled or licensed by or to Mobily, and is protected by all Applicable Laws and rights (including 
but not limited to) trade mark and copyright laws, various other intellectual property rights and laws and unfair competition 
laws.  Mobily grants Customer non-exclusive and non-transferable right to use the “Content” and the Service provided that: 
(i) Customer does not remove any proprietary notices, (ii) such use is for personal, non-commercial purposes, (iii) Customer 
does not share or make accessible such information on any networked computer or broadcast of any sort, (iv) Customer 
makes no modification to such information and (v) Customer does not make any claims, representations or warranties with 
respect to such information.

User Content
By posting or uploading to the Service, any text, comments, messages, information, data, graphics,  articles, photographs, 

images, illustrations, artwork, software, trademarks, logos, sounds, music, video, code or any other form of content or 
information (collectively “User Content”), Customer warrants that he owns all rights and/or have obtained all third party 
consents and/or waivers and/or permissions and/or licenses (hereafter “Clearances”) with respect to the User Content and 
that: (i) neither Customer nor any third party will object to the use of User Content by Mobily in any manner; (ii) Clearances 
are obtained in Customer’s name, address and/or e-mail address appearing as the contributor of any User Content that 
Customer may post, share or otherwise associate with the Service as applicable, and to the disclosure and/or display of such 
information and any other information which appears in or is associated with the User Content; (iii) Customer acknowledges 
and agrees that Mobily is not responsible for any loss, damage, or corruption that may occur to the User Content or any 
content that Customer may claim to be his; and (iv) Customer acknowledges and agrees that any User Content that 
Customer provides for display within the Service will be considered non-confidential.  Mobily may edit or remove any or all 
User Content that is in violation of the provisions of these terms, without incurring any liability as a result thereof.  Mobily 
is not responsible for User Content in any way.  Customer understands and agrees that Mobily shall not be liable for any 
access to, use of or disclosure of any information Customer included in any such User Contents.


